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1. WebKnight %]

WebKnight /2 1 AQTRONIX (http://www.agtronix.com)JT & [t — KT 1S AR5

PRI R IG Web N FIFEFRBE KBS . B —SOFREAE, BT GNU B SUT BUE
REG, EAEAN ISAPI I JESIZIT. WebKnight #2378 1S RS 240 AT 3, R4
Web & 8 51 B I JEREN, L€ 1s U BT Web 163K . Bl BHIEA %

H] Web 1R (0 sQL yFE ANITEHEE), RIRYT Web k%548 1722 4> WebKnight
FEASFE ARG B AT A A B FE SR AT IR ), ARRE AT 0 A B e A W, A
1], WebKnight {5 F &R B 547 A 1) OB A i RN 34T B A7 v B g )

Wro XAPITERIE T Web iRk 55 a3 0 O RN B R BU AT A#SEAT 24

2. WebKnight 514

® Rfud. MIHABRIEG KEGHILL, [KF WebKnight Al Web 55 4% 1 9¢ 2 B
HHE (BOERA A ISAPLIEJERR ), I LAAS 2 iR 55 a3 BROAK A B3

® JFi. WebKnight »&—3k3 T GNU Wil T IR

o [HEThRE. PFHIEMERM IR BIHE S, FFE, A RvrrigR i
13 T K. WebKnight AT LALL LogOnly (=047, iy # HadsgH
TR RAMIAE AT FEL AL

® e, WebKnight AT LAURRHE AN R 75 22 R 35 52 il o

® 5T Web HIFEF . WebKnight 53T Web HIFE FFAHARZ, 0
Frontpage Extensions, WebDAYV, Flash, Cold Fusion, Outlook Web Access,
Outlook Mobile Access, SharePoint % .

® SSLIRY. HAEGN KEEANEE, WebKnight B LR E ] HTTPS fil%%
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21k
® HTTP # iR 1 3% - WebKinght 7] DA it & FH >R 1id %K H Web AR 55 251 HTTP

H5i%, U0 ‘404 Not Found’ [ WLAR R . X AU T Kol IR AR B
PRI I o T LI SFe R BN 3ty 2 85 11 o el A B P 0%

® SR XT WebKnight Bt B 18 A 7R EEH ¥ 5 3 Web IR %54, FrLd
A USRS P A

3. WebKnight [ 235 FNEI1£;

3.1 423: WebKnight

WebKnight [ %3545 =Fh 7712, Windows Installer, "install.vbs" B4, 15T
IR Web RS FiziTH 2N Muk, WebKnight A] #1E A4 5 id € 4% (global

filter) Z2%%; AT LUNERAS WISk 2238 — ML R BERs Csite filter) .
4§ Windows Installer F1”install.vbs” Ji A 2225, BRINZAE N4 R id g 4%
(global filter) ZZ%EHT. T A LD,
(1) "F#k WebKnight.
http://aqtronix.com/downloads/WebKnight/2008.09.02/WebKnight.zip

(2)  fREAE TRBN AR, W USRI 0B fros i H sk a5t .

A e | 2ER {iEi HHA
¥Setup : T3 2007-10-9 033
5o 45 i 2007-10-9 0:39
iRead.rne.htrn 13 EB Firefox Document 2008-93-2 19:03

(3)  Setup A& N2 2E T B3, Source N WebKnight [ YA 1Y .
Wity Setup A, HRPE E O REEIERE 32 M ARAEL 64 LA . W
ARAS I X FIAS K, X HEPL 32 A ), BT K St R B
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B o

& denied. him

E';i in=stall. vbs
[:]Lnginalysis.exe
|| Beadme. htm

E,l robots. txt

|2 Rebot=. xml
uninstall.vbs
%] #ebEni ght. d11
j5/ ¥ eblni ght. msi
|2 Weblni ght. xml

(4)  Xii"WebKnight.msi”#E47 2%,  BOWdi"install.vbs” IS AT 1A HEAT %

R CEIERIZ 4T uninstall.vbs” I A< ) . T &I S2 {3 F WebKnight.msi 4T
LRI FEE

*
436

474

13
137
=]

301
TS

CEoaEEEaeEE =

R
R iR

Firefox Document

VESeript Seript. ..

P RiER
Firefox Document
TR
ML I

VBScript Seript. ..

FHERTRE

Windows Install. ..

HML R

i'él AQTRONIX ¥WebEnight 2.2 Setup

fEci HEA
E003-T-9 £3:25
Z003-5-29 13:1Z
Z003-T-20 2:30
Z003-T-4 Z2:355
Z003-9-2 19:05
2008-9-13 23:33
2005-5-29 22:26
2005-T-20 2:30
Z003-9-2 9:1Z
Z003-9-2 19:03
Z003-9-2 9:44

Welcome to the AQTRONIX
WebKnight 2.2 Setup Wizard

The Setup Wizard will install AQTROMIE Webknight 2.2 on
wour computer. Click Mext to continue or Cancel to exit the

Setup Wizard,

[ Cancel

[ Mext> |

]

(5) fEmid TR

I

VERlJE, AT DLIERR BRI RA, JEH, LEFE Typical” Bl
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i'-_% AQTEONIX ¥WebEnight 2.2 Setup

Choose Setup Type
Choose the setup type that best suits vour needs

: : Typical
@ Installs the most common program features, Recommended For
: : most users,

.....................

Custonn

Allows users to choose which program Features will be installed
and where they will be installed. Recormmended For advanced
users,

Complete

All program Features will be installed, (Requires mosk disk.
space)

(6) HETK, WebKnight B2 Hahaeds., wamin, Ko Bil—uGHE
TR 2RI .

¥ebEnight

WebEnight iz succesfully installed.

Tou should rewiew any settings of WebEnight (by runming config exe in C:%Frogram Files\AQTROWTE Weblmighth) and restart ITS on
LocalHost to load the firewall!

(7)  WebKnight ZRI\# 2235 3] C:\Program Files\AQTRONIX WebKnight F . 1
AL HFEALE, RS T dil 32 (WebKnight.diD . it B 72
(Config.exe). HEDHT L E (LogAnalysis.exe) A1H &34

% AQTRONIZ Webknight EEX N
;'l

Mt E) EE FEW WWe IR BHho

QRE- Q ¥ On= ‘[-l'g'f m#ﬂ -

HUE ) [ € \Progran Files\AQTRONTY Weblmi ght M= L
x »
iR denied htn install vbs @] Locded znl
@ £8 ~ e Firefox Docunen t VEScript Seript L I
) wae 2 1B 418 =| i
= 3 R readne, htn robats, txt 9 Robots, anl
s EE ) e Firefox Document IO ) WL IS
B e FHIEEE ©) 13 ¥ =
[ bishe , @) N
; uninstall. vbs Feblni ght. dl1 o Hebkni ght msi % Weblinight. xnl H
D Decunentz and Settings VEScript Seriph '-45 22,00 b fiindows Installs. .. ‘@] L 3‘{%‘
(2 Inetpub 3 KB WebEnight Intern. . I e 301 KB =T

(= [ Frogran Files
|5) AQTRONIX Weblmight
I5) CF Remote Tools

(8) HHIBZN IS AR5 2%
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(9)  U12R WebKnight # M 2R IF BT RN 17 1S k554, Mk

{41 ISAPI Filter Fr25 Tt A] LU 5] WebKnight # s DmEk (44 F 57

%),

ISAFT WiE=R TRF | Iri BFRZet || HITE 3L | BESEIS | ASE. HET
&tﬁtﬁﬁﬁﬁﬁﬁ%ﬁ?‘!ﬂ?ﬁﬁﬂiﬁﬂﬁﬁﬁﬁﬁ HIETHINRFhIT. =
Eﬁﬁiﬁ%&géimﬁi (=L

s ISR SR THoeEn e n .
s=pifilt =
1 Compression = B ®)
WebEni ght =
I mdS£ilt &=
pw=data |53
ASF.HET 2.0.507. .. &
FEEEE R
TRIESSEFE:  Webknizht
& ELhng:
AT Ci%Program .. WebEmight. d11
TECER: =
o EL
WebKnight 1] A& HE_EIR 2D IRYE R AA 12225 31 1S IR 5528 iR A AN
(1 35 2 2 ST )t e 2%, BRE L2 TeVRAT ), W 7R B IR N IR D IR 4

B T L RiIyEs

@ 1EIR S5 Ea s — AN AR, il

C:\Program Files\AQTRONIX,

S| Setup SCIFIETN Firfy SCIF ERXASBE I SR T

@ $TTF 1S R 4555

Q) A RSG5 (REMIEZ), HEREME.

@) 5% ISAPI Filter 110, a7 Inizs.

(® TEH H R TEAE 35
(® i OK KM EAE .

LU 4 AN dIl SO R ER AR
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@ EH G5 1S MRS 5%
ISR IS &Y VAR
@ R % % b @ — A A B 4%, B W C\Program

Files\AQTRONIX\W3SVC1, % ffil Setup ST AT Ay SCAF 25X /4S9
S (ANl — AL SO, il wasvel) .

@ 177 s F 2588

@ LR d NS (RRIRGHRE), EFRE%.

(@) E#% ISAPLETIF, b .

(® FEHH X E F A S I 8 2% 1K 8 R dIl SCRRI A

® il OK KX HE

(@ 1847 Config.exe, ¥”Is Installed As Global Filter” 1 HUii i H

Global Filter Capabilities
[ s installed As Global Filter Default: ¥

nReadR awlrata event. This is required for the global filker capabilities. This event can only be called
ifthe flter s installed 2z 2 global filver, If this is notthe case then WebKnlght will fail te load, For 115 & (and up), you
need to run IIS in 115 5.0 Isolation mode (not Worker Process mode), Requires restart of IIS!

HPE B NS PR,
3.2 % WebKnight

BXENEL, WebKnight, &P A =Frikz —, SR EBTEE NS,
(1) ¥ H Windows Installer H 3 #E1%, (iZ41T WebKnight.msi) .
U WebKnight Z3E/E BRI\ 842, 1217 WebKnight.msi J&5 i Hl Modify .

Repair. Remove IET, £+ Remove B/ A E1%k WebKnight.
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m, AQTEONIY WebEnight 2.2 Setup _
Modify, Repair or Remove installation
Select the operation vou wish to perform,

Modify
Allows users to change the way Features are installed,

Repair

Repairs errors in the most recent installation skate - fices
missing or corrupt files, shortcuts and registry entries,

Remove
Femoves AQTROMIY Webknight 2.2 from wour compuker,

(2) fFHHABBIEIE (G347 uninstall.vbs) .

U % WebKnight % %% 7€ 2R 1A B 42, 18 4T C:\Program Files\AQTRONIX
WebKnight\uninstall.vbs JHIAK; H 2l E1 2 WebKnight.

(3) FIhEH.
WNEFHNZENIRE—FE, T 1S IR 8%, mFREsSasimuis, 4

R E M, 7E ISAPI Filter i£TE 4, %43 WebKnight, 4R /5 8
Bt
3% iR IREIE, WebKnight J5, N IS RSS9 .

4. WebKnigth % &

WebKinght 2 {1 1 X} Web Jal F1 221500 1A R I BUCAF RSN RE - IX LT fE

e AL EAIR AL, B4 I BHAE TEH 1) Web 5 1F] . BIE, WebKnight 7£%
B Jm i 2O HL AT B E X E, M EE G R . Sebe b, A
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2N, B2 A (BRI NACERC E o Ao E MRt 7 — AT A A
Web Hrai i A HIHL 2

B, B2 WebKnight Ja, BU7 R AN 3G, AR E Web 155K 2 15 1EH

PAT AR o USRI A R IUEATRH AL, NS 2 WebKnight H SO ARSI
IR R 75 A T A O o
AR WebKnight 7 223 AEERIN H 3%, 84 H S SCHFIRC BAEFPAL T

< HEXH c:\Program Files\AQTRONIX WebKnight\LogFiles

< BLEFER C:\Program Files\AQTRONIX WebKnight\Config.exe

f£22%¢ WebKnight J&, U5 R[Z R, o] R LR 10 % 5 nli -

L] ¥ebEnight Application Firewall Alert — Firefoz - kKMPERE
MHPE @EE FEFW BRE BHEE IRO &

- 3 o6 B 1) bttp//lecalhost/TEMP/ index
O O ) e Es ) BEEE | FTLE L BIEEE | ] findws Nedis | Windors | ] B8 Kol | | B

| | WebEnight Application Firewal-

WebKnight Application Firewall Alert

Your request triggered an alert! If you feel that you have
received this page in error, please contact the
administrator of this web site.

What is WebKnight?

AQTRONI® WebKnight is an application firewall for web
servers and is released under the GNU General Public
License, It is an ISAPI filter for securing web servers by
blocking certain requests, If an alert is triggered
webknight will take over and protect the web server,

For rore information on WebKnight:
http: A, agtroniz. com/wehknight,

AQTRONIX WebKnight

R 2

. 4
~

2R WebKnight HRAEILSER NI IE T8, IXANERIA MY & TR A% 2 kA

ik R Y
WARIER WU G R I TS S, W AETT T H &S0, KA

“BLOCKED” 15 EFIAH N IR o R JE, TEACE SO h o AZ IO . dn 32 2
BRI KR, “C:\Program Files\AQTRONIX WebKnight\LogFiles” {4 3¢

FE 1S BB R SR AL, H S AR AE XA SO T 42 [ H T 44 257
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& Lo gFiles |:| |E| rs__q

I E) REBE OEFEV e IEm HEow :;'
Qre- G 3 P pm @
Hitt HIX Weblnight\LogFiles v| B3

K| FER e HEA
x S 2R A 2010-5-6 11:56

7 BER—TRRI Mk
(% ] wi%bii’l\l‘tf*é%ﬁ*ﬁﬂ
g FEFUIARE

@ AOTROVTYE Weblmight
(0 e

o EEH
PR
& FLESTE

HISE

LogFilex
Ik

X EEE: zo10Fs BeH,
11:55

BRIAF H S S SR80 R s «

Time ; Site instance ; Event ; Client IP ; User name ; Additional info about request (event specific)

B IRATHIIE S Web Vi lal 4 FH 1L, 78 B E TR0 1 H 50

05:57:42 ; W3SVC31 ; OnPreprocHeaders ; xxx.xxx.207.85 ; ; GET ;
/admin/img/deffortune.jpg ; BLOCKED: '/admin' not allowed in URL ; HTTP/1.1;

ASPSESSIONIDAQDBDDAD=NACAJIBAPJACHHPHNIPGDKCH

bR H AT UFRATT WebKnight FIELIN A1 4% 1237 17 /admin SCHFR, T2 V5
7] /admin/img/deffortune.jpg 118 SRARHE 1240 0] B 4 BH 1= . Web 15 17 185 SR 4 BHL 1=
T2 KA SRR DU Bt 9 M Jadmin H S N EER SCfF . BRIk, SO JER P
Vi 1] ) DL HHME SO A VT Al /admin H3g. Bi#, AR LUEE WebKnight (1715 &,
7 17 /admin (938 SRR 1E . 56T H BT E i v] DL B SO A Web IR
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P EERRAE T G T WebKnight (U%e3E . BLE . LS EE . /£ F—
TSR e g I ) AR i RV

http://aqtronix.com/?PagelD=114

TEfRE H BTN, N B S BRI BT X S GMT/UTC. 11 S AR FH A i i ],
5K “USE GMT” L IHUH LEH -

WebKnight $2£t 7 — /N EI& AL AL 1H Config.exe, A LA P HE XELE . &
T B ORI N AR AR IS B, AT USRI 72 H el .

E ¥ebEnight.zml — Config

File WebEnight Configuration View Help
~
AQTRONIX WebKnight Configuration
Scanning Engine
[ allow Late Scanning Default: [
This will run the filter as a low priority filter instead of high priority, Recammended is high priority (is more secure as it
precedes other ISAPI filters which might have potential buffer averflows, etc)
Requires restart of [I5!
¥ Scan Non Secure Port Default: v
Scan unencr wpted (HTTF) web traffic (default port 80, bur can be anything else).
Requires restart of [I5!
W Scan Secure Port Default: v
Scan encrypted (HTTPS) web traffic (default port 443, but can be anything else).
Requires restart of [I5!
v Use Excluded Web Instances Default: v
Enclude certsin web instances, recommended for web instances which have their swn ISARI filter like Outlook Web
Access,
Excluded Web Instances:
Walues
100
11
12
103
104
1035
v
Ready M

5. FAQ

(1) Q: FRMA TR E, {H2 WebKnight BH1E T Frg i) Web iE3K .

A: 1R WebKnight fE2A8 T BB JEFHIE T FrA IGTEE R, 1=l
HARMRIR R IR 7K. BT HE IR AR H AT, SRk T
“BLOCKED” 5/, WIZRHIATERWPH I FHENC B SO A AR
B WRIRVONZIAA N AZ AP I, A A i BRI

(2)  Q: WebKnight %A K ILBCE HIALAL, B E 2 BRI B E

11
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(3)

(4)

(5)

A:
a) W EVRYm B I B SO & WebKnight.xml 1 A2 Load.xml (Jg—
AN SRR T R ERI A 22 R L 8 21 N A7 A D
b) i€ NS fd K S ( SYSTEM,NETWORK,SERVICE...) f 1& &k
WebKnight S CRLEE 730432 IRLRR
c) HTMRERFEE, B8Rl —k WebKnight Bt & ks, H A
HTEAH Web g IO T A4
d) WEAZEL T User-Agent 17, 1 7FE robots 7 I{{4F T User-Agent
TSR A
Q: WebKnight FH1E T POST i3k, sk bik.
A:
POST ; /mypage.asp ; HTTP/1.1 ; BLOCKED: Content-Type 'multipart/form-data;
boundary= 7d5281ab0594' not allowed ;

7£ WebKnight1.3 (45 LARTARA), #£ WebKnight it & S Headers 5,

£ “Allowed Content-Types” TiH, ¥ “multipart/form-data’ . {HZE =
BATNARFF T .
7E WebKnight2.0 (35 2 JG A ), £ “Web Applications” 15 & /1 “ Allow

File Upload” .

Q: e BHIE, HEWWSER “URLis not RFC compliant” o

A: XFTRI URL, MiB1E RFC (RFC1808 11 RFC1738) Frifk. i) URL
HPRT US-ASCII. IX B MR E IS AN BELE URL {3 A 75 it i1l 4 A5 ( %xx) , BT ASCII
KT 127 (B UNICODE “F4F). N T MR I, 1575 258 2 i) g b
&1 URL,

Q: HFeerfEpBH ik, H & E 7R “the URL contains high bit characters

(shellcode)” B3 .7~ “%u is not allowed”

12



WebKnight 1 F 5/ shangyan@Ilive.com

(6)

(7

(8)

A: WebKnight BRIAH % B R %] URL R BEF US-ASCIl. &S 4 AT Re A
#& US-ASCII % 55 ), ASCIl i {8 kT 127 B UNICODE F4F . £ WebKnight2.0
H, 41 LLE Web Application 5 H1 & Unicode —Til. 7E 2 B IARAH,
YR 75 BE 4% 1| URL Scanning T i Deny High Bit Shellcode i . & T 1 F
UNICODE Zwfi%, &7 B4 denied header/querystring/url/postdata 7> %1 1 7%
Br9%u .
Q: IS HRAAINE WebKnight.
A:
& HUHIES “Is Installed As Global Filter' (7 Global Filter 5 #1), 41
Rzt , 84 WebKnight #5475t OnReadRawData A4,
IXAE 168 F 117 Hr AN BRINSCHF I
€ fu 7 WebKnight it JE 25 FIBPR . 1S A A (1K 7 (SYSTEM 5L
NETWORD SERVICE) 5% H 5 WebKnight S FIELFR «
& HHEAIS.
& K ? WebKnight HE S, B BAKRAT 4 TR B 3 B0 B2 N 2
WebKnight.
Q: FHBCKHI PDF SCAERS i BHIE
A: HEXFTRER R “Range: 7 Sk KK . fR7E Request Limits 15 H AT Ak
A% Range: SkHIFR I,
Q: A HEX.
A: WebKnight HEA —ME I H BSOSO, tnRARBAT XA ST
PR, B SO T R, X ERAE WebKnight A U7 IRMAB BUZ Ak

13
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WebKnight IZ177E 1S #EAZH, AT LLIZAT 1S HOIK 7 75 B 1550 WebKnight

AR AR (SYSTEM BY, NETWORD SERVICE i /' ).

6. 5|

ARSI AR RKARK B T WebKnight B 5 sk, LK E {5 S % 4 R R AL 30,
AICEAEAET WebKnight, 78 -RSC I BOAEH

(1) WebKnight B J7 ™. http://aqgtronix.com/?PagelD=99

(2) Korea Internet Security Center ] SCHS R adthhl, 43 A5 SC ORI S SC AR :
SRR B AL -

http://www.krcert.or.kr/english www/inc/download.jsp?filename=TR2006003 Bloc

king SQL Injection Attack Using WebKnight.pdf
SRR B AL

http://www.krcert.or.kr/docDown.jsp?dn=7
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